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Abstract

The rapid development of information technologies on a global scale creates new
problems along with conveniences. Where computer technologies are highly developed, there
first of all the sudden failure of application programs, attacks on software and information,
and computer crimes. To this day, the means of cryptographic protection of information is
one of the urgent issues of ensuring information security.
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The information transmitted through the information communication systems
has become one of the important conditions for the development of the society. It
has become a productive resource, a powerful means of communication between
people. Therefore, the requirements of the state authorities and management
bodies, as well as society in general, for the speed and quality of information
transmission are increasing day by day. It is known that the coefficients of the
EECH equations used in traditional cryptosystems are open, and closing them does
not significantly contribute to increasing cryptoresistance. Because when the
number of EECh points announced as open key reaches the number of closed
coefficients, it is not difficult to calculate them.

For example, the equation of EECh is in the form yo? = x¢*+axo+b (mod p),
where a and b are unknown, based on the given two points of EECh (xo01, yo1) and
(x01, yo1), a and b are the following comparisons:

a = (Yo2? - x023 - Yor’*+ xo1® ) (Yo22 - Yor?)! (mod p),

b =-axo1 + Yoi?- xo1® xor3(mod p) is considered easy.

When using the group of EECh points with parameters (PE(Fp); +\), closing
the coefficients of the EECh equations due to the additional secret parameter R
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leads to an increase in cryptosystem cryptoresistance. We call such an EECh a
parameterized EECh.

The parameter EECh problem is defined as follows.

Definition: If the non-public EECh point group (PE(Fy); +\) with parameter R
is the coordinate x2 of PE(Fp) satisfying the equality Q=d*\G =(x2,y2) and if the
coordinates (x1, y1) of the g-order point G=(x1, y1) are given, find the parameters R
and d; here, for example, the EECh equation is in the form y\?=x\3+ax+B (mod p),
coefficients a, B are not given.

In the thesis work, the non-public EECh equation y\? = x\3+ax+B (mod p),
which is isomorphic to yo2 = xo3+axo+b, which is a special case of the Weierstrass
equation, is used as a parametric EECh equation.

The parametric sum of EECh points is defined as "+\".

The sum of points Qi(x1, y1) and Qa(x2, y2) is defined as Q3 = Q1 +\ Q2 and is
carried out based on the following comparisons:

1) x4# x, for, Qs(x3, y3):

x3 = (L2-3)R-1-x1- x2) (mod p),

y3= L(x1- x3)+ y1 (mod p),

in this: L =(y2- y1) (x2- x1) -1 (mod p);

2) x1=x2, y1= 170 for, Q3=(x3, ¥3):

x3 = (L2-3)R-1-2x; (mod p),

Y3 = L(x1- x3) + y1 (mod p),

in this: L =(3(R x;\2+1)+a)(2(R y1+1))! (mod p);

3) x1=x2, yo= y1 - for, Qi=(x1, x2) i Q»=(x2, yr) the parametric sum of points is
equal to zero (infinity) O point.

The following equality holds for the zero point:

Q+\0=0+'Q=0Q.

The d-parameter summation of the EECh point to itself is defined as the result
of the scalar multiplication of this point by d, and this operation is denoted as " *\ ".

It should be noted that in all cases of the generalized EECh equation of
Weierstrass, operations with defined parameters on EECh points (addition +\ and
multiplication by a scalar *\) do not cause any difficulties. Based on the addition
operation with parameter R>1, a finite commutative group is formed in the set of
all points of EECh.

An improved authentication protocol based on the above steps is described
below.

Menezes-Q-Vanstone, i.e. - - protocol is an authentication protocol. protocol
provides protection against active attacks using long and short-term keys.
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In the Menezes-Q-Vanstone protocol based on parameter EEChs, key
distribution between participants A and B is carried out using the following
algorithm:

Step 1 - Selection of protocol parameters:

- General large prime number r is generated;

- Parameters a, V and R are selected for EECh, where parameter R>2160 is
known for legal parties and unknown for illegal parties. Selecting the parameters
gives the group of parameterized EECh points PE(Fn).

- 0 In PE(Fn), the generating point G=(x,y) is chosen. When choosing G,
it is important that the smallest value of N satisfying the condition N*\G=0 is a
very large prime number. Parameters G and PE(Fn) of the cryptosystem are
parameters known to all participants.

Step 2 - Key generation.

Actions performed by participant A are as follows:

1. 0<D, <N generates a random number - a secret key.

2. 0<K, <N generates a random number - a secret key.

3. Q) =D, *\G that is, calculates the long-term public key.

4. R, =K, *\G =(X,,Y,) that is, calculates the short-term public key. Then
Q, va R, sends to participant V.

5. Y, =K, *\Qg = (X, Y;) counts the point.

6. Sp=(K,+\D,*\x, *\x,)M0d N calculates an integer.

V The actions performed by the participant are as follows:

1. 0<Dg <N generates a random number - a secret key.

2. 0<K; <N generates a random number - a short-term, one-time key.

3. Qg =Dy *\G that is, calculates the long-term public key.

4. Ry =Kg *\G =(X;,Yg) i.e. short-term Ry public key counts. Then Qg va
Rg sends to participant A.

5. Yg = Ky *\Q, =(X,,Y,) counts the point.

6. Sg = (Kg +\Dg *\X; *\x,)Mod N calculates an integer.

Step 2- Calculating the shared secret key.
A the participant does the following;:

1. Y5 =D, *\R; =(X,,Y,) counts the point.
2. K=5s,(Rg +\X; *\x, *\Q;) counts the point.
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V and the participant:
3. Y,=Dg *\R, =(X,,¥,) counts the point.
4. K=s5(R,+\X,*\x, *\Q,) counts the point.

As a result of the calculation, both participants generate exactly the same K

points.
A participant B participant
: Qu, Ra :
D, <N ! W Dy <N
! QB/ RB :
K,<N E 1 K, <N
L2 ] !

Figure 1. Scheme of the Menezes-Q-Vanstone protocol based on parameterized
EEChs

If we check the correctness of the protocol, the shared secret key formula
calculated by both participants gives the same value.

A for the participant:

K =5,(Rs +\Xg *\X, *\Qg) =S, (K +\Xz *\X, *\D; ) *\G =
= (K, +\D, *\x, *\x) *\(Kg +\Xg *\x, *\D;) *\G .

V and for the participant:

K =55 (R, +\X, *\x, *\Q,) =Sz (K, +\x, *\x, *\D,) *\G =
= (K, +\D, *\x, *\x) *\(K; +\Xz *\X, *\Dg) *\G.

Therefore, the shared secret key calculated by these two participants is equal.
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